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March 23, 2021: The Ever Given container ship blocks 
the Suez Canal for six days, costing global trade 
an estimated $400 million per hour. December 
2022: Tesla announces production cuts in Shanghai 
due to semiconductor shortages. February 2024: 
Semiconductor giant TSMC delays equipment 
move-in at its Arizona fabrication plant, impacting 
U.S. chip manufacturing plans.

These aren’t isolated incidents – they’re symptoms 
of a fundamental vulnerability in global supply 
chains. According to McKinsey, companies now 
expect supply chain disruptions lasting a month or 
longer to occur every 3.7 years, with the most severe 
events costing companies, on average, 45% of one 
year’s EBITDA.

Recent data paints a stark picture of supply chain 
vulnerability:

• Companies lost an average of $184 million per 
year due to supply chain disruptions (Business 
Continuity Institute, 2023)

• 71% of companies experienced at least one 
supply chain disruption in 2023 (Resilinc Annual 
Report)

• Only 21% of companies actively monitor their 
tier-2 suppliers and beyond (Deloitte)

• Supply chain disruptions led to an average 9% 
drop in share price for affected companies 
(World Economic Forum)

The Rising Stakes in 
Supply Chain Risk

The True Cost of Supply 
Chain Disruptions

The 2011 Tōhoku earthquake and tsunami 
revealed multiple critical vulnerabilities in the 
automotive industry’s supply chain design, serving 
as a watershed moment in supply chain risk 
management.

When the Renesas Electronics plant in Naka, Japan 
was damaged by the earthquake, few outside the 
automotive industry recognized its significance. The 
facility produced 40% of the world’s microcontroller 
units (MCUs) - tiny components essential for 
everything from engine control to power steering. 
What followed was a cascade of production 
stoppages:

• Toyota lost production of 370,000 vehicles

• Honda cut North American production by 50%

• General Motors halted operations at multiple 
plants

The disaster exposed a perfect storm of supply 
chain vulnerabilities that had been lurking beneath 
the surface of the automotive industry’s highly 
optimized operations. At the heart of the crisis was 
an extreme geographic concentration of critical 
components - 60% of automotive MCUs were 
produced in Japan, with an astounding 22% coming 
from this single Renesas facility. 

Even more concerning, the backup facilities were 
all located within the same seismic zone, effectively 
negating their value as true contingency options. 
This geographic risk was compounded by deep-
seated single-sourcing dependencies, as many 
OEMs had developed highly customized MCUs with 
specific suppliers. These weren’t components that 
could be easily switched to alternative sources 
- any change would require 12-18 months of 
rigorous testing and validation, making immediate 
substitution impossible. 

The industry’s celebrated just-in-time inventory 
practices, which had been optimized for efficiency, 
now became a critical liability. With inventory levels 
covering only 2-3 weeks of production and minimal 
buffer stocks maintained to reduce carrying costs, 
there was little cushion to absorb the supply shock. 

Perhaps most troubling was the revelation of 
massive visibility gaps throughout the supply chain. 
Many OEMs were unaware they even relied on 
Renesas components, as their tier-1 suppliers hadn’t 
disclosed their sub-supplier dependencies. This lack 
of transparency meant that supply chain mapping 
effectively stopped at tier-1 suppliers, leaving 
companies blind to critical risks lurking deeper in 
their supply networks. 

The complex requirements for recovery - including 
three months for clean room reconstruction, six 
months for equipment replacement, and over a year 
for full production restoration - further highlighted 
how unprepared the industry was for this scale of 
disruption.

The Automotive Industry’s  
Wake-Up Call

•  Case Study:

https://www.bbc.com/news/business-56559073
https://www.fierceelectronics.com/electronics/tsmcs-arizona-plant-delayed-2025-amid-worker-shortage#:~:text=TSMC%2C the world%E2%80%99s largest semiconductor manufacturer%2C is having,into 2025%2C according to TSMC Chairman Mark Liu.
https://www.fierceelectronics.com/electronics/tsmcs-arizona-plant-delayed-2025-amid-worker-shortage#:~:text=TSMC%2C the world%E2%80%99s largest semiconductor manufacturer%2C is having,into 2025%2C according to TSMC Chairman Mark Liu.
https://www.mckinsey.com/capabilities/operations/our-insights/future-proofing-the-supply-chain
https://www.thebci.org/news/bci-launches-supply-chain-resilience-report-2023.html
https://www.thebci.org/news/bci-launches-supply-chain-resilience-report-2023.html
https://www.resilinc.com/learning-center/white-papers-reports/annual-supply-chain-report-2023-ascension/
https://www.resilinc.com/learning-center/white-papers-reports/annual-supply-chain-report-2023-ascension/
https://www2.deloitte.com/us/en/insights/industry/manufacturing/global-supply-chain-resilience-amid-disruptions.html
https://www.weforum.org/stories/2022/07/supply-chain-disruptions/
https://sgp.fas.org/crs/misc/R41831.pdf
https://sgp.fas.org/crs/misc/R41831.pdf
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Traditional supplier evaluation focused primarily 
on cost, quality, and delivery performance. 
However, modern risk assessment requires a more 
comprehensive approach. 

Enter the Supplier Risk Matrix 

The supplier risk matrix isn’t just another 
procurement tool – it’s a strategic framework 
that fundamentally changes how organizations 
understand and manage their supplier relationships. 
At its core, the matrix helps answer a critical 
question that every supply chain professional 
grapples with: “How do we allocate our limited 
resources across our supplier base to maximize 
value and minimize risk?”

Our supplier risk matrix introduces two critical 
dimensions: 

1. Demand Profile (Y-axis) 
a. Volume metrics
b. Revenue impact
c. Business criticality

2. Supply Risk (X-axis) Quantified through five 
key factors: 

Understanding the Modern Supply 
Risk Matrix 
The Evolution of Risk Assessment 

The Building Blocks: 
Understanding the Axes

The Four Quadrants: 
Strategic Imperatives

The matrix’s power comes from its ability to combine 
two critical dimensions of supplier relationships 
into a single, actionable visualization. The vertical 
axis – demand profile – represents more than just 
spending. It captures the strategic importance 
of what we buy, incorporating factors like annual 
spend, operational criticality, and potential impact 
on the value chain. A high position on this axis might 
represent components that are essential to your 
flagship products or materials that constitute a 
significant portion of your cost of goods sold.
The horizontal axis – supply risk – highlight the 
complexities and challenges of the supply market 
itself. This isn’t simply about how many suppliers 
exist in the market; it’s about the intricate web of 
factors that determine how difficult it would be to 
replace a supplier or secure alternative sources. 
This includes market concentration, geographic 
risks, technical complexity, and the financial stability 
of the supply base. A position further to the right 
indicates increasing risk, whether that’s due to 
limited supplier options, complex specifications, or 
challenging market dynamics.

The matrix’s power comes from its ability to combine 
two critical dimensions of supplier relationships 
into a single, actionable visualization. The vertical 
axis – demand profile – represents more than just 
spending. It captures the strategic importance 
of what we buy, incorporating factors like annual 
spend, operational criticality, and potential impact 
on the value chain. A high position on this axis might 
represent components that are essential to your 
flagship products or materials that constitute a 
significant portion of your cost of goods sold.
The horizontal axis – supply risk – highlight the 
complexities and challenges of the supply market 
itself. This isn’t simply about how many suppliers 

exist in the market; it’s about the intricate web of 
factors that determine how difficult it would be to 
replace a supplier or secure alternative sources. 
This includes market concentration, geographic 
risks, technical complexity, and the financial stability 
of the supply base. A position further to the right 
indicates increasing risk, whether that’s due to 
limited supplier options, complex specifications, or 
challenging market dynamics.

Strategic Partners 
(High Volume, High Risk)
In the upper right quadrant, we find our most 
challenging and critical supplier relationships. These 
are the partnerships that can make or break your 
business – think of semiconductor manufacturers 
supplying the automotive industry, or specialized 
chemical producers for pharmaceutical companies. 
Here, traditional arm’s-length supplier management 
simply won’t suffice.

These relationships require a sophisticated, 
multi-layered approach. Companies often assign 
dedicated relationship managers, establish regular 
executive touchpoints, and develop joint business 
plans. The semiconductor crisis of 2020-2023 
showed us why – when Taiwan Semiconductor 
Manufacturing Company (TSMC) faced capacity 
constraints, companies with strong strategic 
partnerships were better positioned to secure their 
supply. Those who treated TSMC as just another 
supplier found themselves at the back of the queue.

The risk management strategy here must be 
comprehensive. Leading companies typically 
maintain 2-3 qualified suppliers, carry strategic 
buffer inventory (often 8-12 weeks of supply), and 
invest in supplier development programs. They also 
implement rigorous monitoring systems, tracking 
not just performance metrics but also early warning 
indicators of potential disruptions.

Risk Factor Low Risk High Risk Impact 
Weight

Supplier Count >3 active Single source 30%     

Geographic 
Diversity

>3 regions Single region 25%

Manufacturing 
Sites

>5 locations Single location 20%

Historical 
Performance

No disruptions Frequent 
issues

15%

Market 
Conditions

Stable/
Competitive

Volatile/
Monopolistic

10%

Supply Risk 
Considerations

Low Risk High Risk

Qualified supplies Multiple used 
today

One in use/
avaiable

Supplier location(s) Multiple 
geographies

One geography

# Manufacturers Many 
independent 
entities

One

Manufacturing 
sites

Many, 
geographically 
dispersed

One

History of stock-
outs

None Frequent

$$

$$

$$

$

High
volume

Low
volume

Low Risk
Supply

Chart legend

High Risk
Supply

Y-axis    - Demand profile
X-axis    - Supply Risk
Bubble size   - Revenue $
Bubble color   - Red: prioritize for resilience planning
    - Orange: medium priority
    - Green: deprioritize


https://us.caddi.com/resources/insights/supplier-evaluation
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Non-Critical Items 
(Low Volume, Low Risk)
The lower left quadrant represents our simplest 
supplier relationships – standard items available 
from multiple sources at relatively low spend levels. 
The key here is efficiency. Leading organizations 
typically implement catalog buying systems, use 
purchasing cards, or establish simple framework 
agreements to minimize transaction costs.
However, even these relationships deserve some 
strategic thought. Consolidating these purchases 
with fewer suppliers can reduce administrative 
overhead. Additionally, these categories can 
serve as testing grounds for new procurement 
technologies or processes before rolling them out to 
more critical categories.

When COVID-19 hit, automotive manufacturers 
canceled chip orders, expecting reduced demand. 
Consumer electronics companies quickly absorbed 
the capacity. When auto demand rebounded, 
manufacturers found themselves in a critical supply 
shortage:

• Ford Motor Co. projected $2.5 billion in profit 
impact

• GM lost production of 278,000 vehicles

• Global auto industry lost $210 billion in revenue

Key Learning: High-volume, high-risk suppliers 
require strategic partnership approaches, not just 
transactional relationships.

Boeing’s relationship with sole supplier Spirit 
AeroSystems for fuselages highlighted the risks of 
single-source dependencies:

• Spirit AeroSystems represented 20% of Boeing’s 
supplier spend

• When the 737 MAX was grounded, Spirit laid off 
2,800 employees

• Boeing had to maintain payments to prevent 
supplier collapse

 
Key Learning: High-volume, single-source 
relationships require extensive risk mitigation 
strategies.

The Semiconductor  
Crisis (2020-2023)

The Boeing 737 MAX 
Crisis

•  Real-World ApplicationsThe Four Quadrants: 
Strategic Imperatives (cont.)

Leverage Items 
(High Volume, Low Risk)
The upper left quadrant represents high-spend 
categories where multiple capable suppliers 
compete for your business. These relationships 
are prime candidates for traditional strategic 
sourcing approaches. Think of standard packaging 
materials or common raw materials – items where 
specifications are well-defined and switching costs 
are manageable.

However, “low risk” shouldn’t mean “no attention.” 
Smart organizations use their buying power 
in these categories to drive value beyond just 
price reductions. They might implement vendor-
managed inventory programs, explore payment 
term optimization, or drive process automation. The 
key is to maintain enough supplier relationships to 
ensure healthy competition while not spreading 
volume so thin that you lose economies of scale. 

Bottleneck Suppliers 
(Low Volume, High Risk)
Perhaps the most challenging quadrant to 
manage is the lower right – items with relatively 
low spend but high supply risk. These might be 
specialized maintenance services, custom tooling, 
or proprietary additives. The spend doesn’t justify 
the same level of resource dedication as strategic 
items, yet the risk demands active management.

The strategy here often focuses on risk mitigation 
rather than leverage. Companies might invest in 
specification standardization to reduce dependency 
on specific suppliers, maintain higher safety stock 
levels, or develop detailed contingency plans. The 
goal is to reduce the “bottleneck” nature of these 
items over time, either by developing additional 
suppliers or finding alternative solutions.

https://www.nytimes.com/2021/04/28/business/ford-profit-earnings.html
https://www.nytimes.com/2021/04/28/business/ford-profit-earnings.html
https://gmauthority.com/blog/2021/05/chip-shortage-has-cut-production-of-278000-general-motors-vehicles-so-far/
https://www.freep.com/story/money/cars/2021/09/23/chip-shortage-cost-car-industry-210-billion/5819654001/#:~:text=A report released Thursday by consulting firm AlixPartners,lose production of 7.7 million vehicles this year.
https://www.nytimes.com/2024/07/01/business/boeing-spirit-aerosystems-acquisition.html
https://www.npr.org/2020/01/10/795340599/spirit-aerosystems-a-major-supplier-of-boeings-737-max-jets-lays-off-2-800-staff#:~:text=Jet parts maker Spirit AeroSystems announced Friday it,the staff cuts will affect roughly 2%2C800 employees.
https://www.npr.org/2020/01/10/795340599/spirit-aerosystems-a-major-supplier-of-boeings-737-max-jets-lays-off-2-800-staff#:~:text=Jet parts maker Spirit AeroSystems announced Friday it,the staff cuts will affect roughly 2%2C800 employees.
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For decades, supply chain optimization meant 
pursuing efficiency above all else. The rise of just-
in-time manufacturing in the 1970s, pioneered by 
Toyota, sparked a global revolution in supply chain 
management. Companies ruthlessly eliminated 
waste, reduced inventory levels, and consolidated 
supplier bases. The results were impressive: lower 
costs, improved quality, and increased profitability.

But this relentless pursuit of efficiency came with 
hidden costs.

Consider Nokia and Ericsson’s contrasting responses 
to a March 2000 fire at their common supplier, 
Philips Electronics’ semiconductor plant in New 
Mexico. Nokia’s robust monitoring systems detected 
the problem immediately. Within weeks, they had 
secured alternative suppliers and maintained 
production. Ericsson, lacking such systems, faced 
a production shutdown that contributed to a $2.34 
billion loss in their mobile phone division that year.

The Cost of Complexity
 
Modern supply chains have grown exponentially 
more complex:

• The average multinational corporation relies on 
5,000 tier-1 suppliers

• Supply networks span an average of 7 tiers

• A typical automotive manufacturer manages 
250 tier-1 suppliers and over 18,000 tier-2 
suppliers

 

The Evolution of Supply Chain 
Thinking 
From Efficiency to Resilience

This complexity creates cascading risks: 

Geographic Concentration 

• 80% of global semiconductor manufacturing is 
concentrated in Asia

• 63% of rare earth mining is in China 

Industry Consolidation 

• Four companies control 60% of global container 
shipping

• Three companies produce 90% of the world’s 
memory chips

• Three companies manufacture 90% of the 
world’s insulin 

Hidden Dependencies 
When Hurricane Ida hit Louisiana in 2021, companies 
worldwide discovered their dependence on a single 
plant that produced 17% of the world’s supply of 
resin used in plastic manufacturing.

The Shifting Risk Landscape

Traditional supply chain risks – supplier 
bankruptcy, quality issues, delivery delays – haven’t 
disappeared. They’ve been compounded by new 
challenges: 

Climate Change

• 67% of companies reported weather-related 
disruptions in 2023

• Insurance claims from natural disasters doubled 
between 2015-2023

• The World Bank estimates climate-related 
supply chain disruptions could reduce global 
GDP by 1-5% annually by 2030 

Geopolitical Tensions

• Trade wars affecting billions in global trade

• Sanctions impacting 25% of global GDP 

Pandemic Impacts

• 94% of Fortune 1000 companies experienced 
supply chain disruptions from COVID-19

• Average lead time of production materials 
increased from 65 in 2019 to 79 days in 2024

• Inventory carrying costs rising

The Need for a New Approach
 
Traditional supplier evaluation methods are proving 
inadequate:

• Only 6% of businesses have fully supply chain 
visibility

• Only 26% have active risk management 
programs for critical suppliers

• Only 15% have visibility into tier 2 and beyond

This gap between risk exposure and risk 
management capabilities demands a new 
approach.  

Organizations need: 

Comprehensive Risk Assessment

• Multi-tier supplier visibility

• Dynamic risk monitoring

• Predictive analytics 

Strategic Response Capabilities

• Flexible supplier networks

• Rapid response protocols

• Alternative sourcing strategies 

Resilient Operations Design

• Geographic diversification

• Strategic buffer capacity

• Technology integration

The supplier risk matrix emerges as a crucial tool in 
this new landscape. It provides:

• Clear visualization of risk exposure

• Strategic prioritization framework

• Action-oriented insights

https://www.fastcompany.com/670869/2-billion-fire
https://www.fastcompany.com/670869/2-billion-fire
https://www.editel.eu/edi-makes-delivery-chains-in-automotive-manufacturing-run-smoothly/
https://www.editel.eu/edi-makes-delivery-chains-in-automotive-manufacturing-run-smoothly/
https://asiatimes.com/2024/01/balance-of-chip-power-still-tilts-toward-asia/#:~:text=Semiconductor fabrication facility construction data shows that more,year%E2%80%99s estimated percentage slightly higher than last year%E2%80%99s.
https://www.politico.com/news/magazine/2022/12/14/rare-earth-mines-00071102#:~:text=As of today%2C China accounts for 63 percent,and 92 percent of rare earth magnet production.
https://container-news.com/market-analysis-big-four-near-60-of-global-container-capacity/
https://container-news.com/market-analysis-big-four-near-60-of-global-container-capacity/
https://www.nbcdfw.com/news/national-international/how-micron-is-building-the-biggest-chip-fab-in-u-s-history-despite-a-china-ban-and-smartphone-slump/3367097/
https://www.nbcdfw.com/news/national-international/how-micron-is-building-the-biggest-chip-fab-in-u-s-history-despite-a-china-ban-and-smartphone-slump/3367097/
https://www.usatoday.com/story/news/health/2023/03/16/insulin-prices-explained-eli-lily-novo-nordisk-sanofi/11475015002/
https://www.icis.com/explore/resources/news/2021/08/29/10679474/insight-hurricane-ida-to-squeeze-chems-already-in-short-supply/
https://www.icis.com/explore/resources/news/2021/08/29/10679474/insight-hurricane-ida-to-squeeze-chems-already-in-short-supply/
https://www.cdp.net/en/companies/cdp-2023-disclosure-data-factsheet
https://blogs.worldbank.org/en/trade/improving-resilience-and-economic-efficiency-in-global-supply-ch#:~:text=By distorting resource allocation and reducing economic efficiency%2C,tariffs%2C global incomes could decline by 1.5 percent.
https://www.economicsonline.co.uk/all/trade-wars-and-protectionism-impacts-on-the-global-economy.html/
https://www2.deloitte.com/us/en/insights/economy/global-economic-impact-of-sanctions-on-russia.html
https://www.sciencedirect.com/science/article/pii/S1366554521000478
https://www2.deloitte.com/us/en/insights/industry/manufacturing/global-supply-chain-resilience-amid-disruptions.html
https://procurementtactics.com/supply-chain-statistics/
https://procurementtactics.com/supply-chain-statistics/
https://www2.deloitte.com/us/en/pages/operations/solutions/supplier-risk-management.html
https://www2.deloitte.com/us/en/pages/operations/solutions/supplier-risk-management.html
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1. Assessment Phase
Create a comprehensive supplier risk profile:

Data Collection

• Map tier 1-3 suppliers

• Assess geographic concentration

• Evaluate financial health

• Monitor market conditions

Risk Scoring 

Develop a weighted risk score incorporating:

• Supplier concentration (30%)

• Geographic risk (25%)

• Financial stability (20%)

• Historical performance (15%)

• Market dynamics (10%)

2. Strategic Planning
For each quadrant of the risk matrix, develop 
specific strategies:

High Volume, High Risk (Red Zone)

• Example: P&G’s approach to critical raw 
materials

• Requirements:  
- Minimum 2 qualified suppliers 
- Geographic diversity requirement 
- 30-day safety stock minimum 
- Quarterly risk reviews

High Volume, Low Risk (Green Zone)

• Example: Walmart’s approach to consumer 
packaged goods

• Focus:  
- Cost optimization 
- Vendor managed inventory 
- Performance monitoring

Low Volume, High Risk (Orange Zone)

• Example: Apple’s rare earth materials sourcing

• Strategy:  
- Strategic stockpiling 
- Long-term contracts 
- Alternative material research

Low Volume, Low Risk (Green Zone)

• Example: Office supplies procurement

• Approach:  
- Marketplace competition 
- Automated purchasing 
- Minimal oversight

3. Implementation Best Practices
Based on successful implementations at Fortune 
500 companies:

Technology Infrastructure 

• 76% of companies plan to increase investment in 
supply chain visibility tools

• 82% are implementing or planning to implement 
AI for risk prediction

Supplier Collaboration 
• Regular supplier assessments (quarterly for 

high-risk)

• Joint business continuity planning

• Technology integration for real-time visibility

Risk Mitigation Strategies 
• Dual sourcing for critical components

• Geographic diversification

• Buffer inventory optimization

• Financial risk monitoring

Building a Resilient Supply Chain: 
A Framework for Action

ESG Integration 

• Companies now include ESG metrics in supplier 
evaluation

• Climate risk assessment becoming mandatory

• Regulatory compliance increasing in importance

Technology Evolution 

• Blockchain for supply chain transparency

• AI/ML for predictive risk analytics

• Digital twins for scenario planning

Geopolitical Considerations 

• Friend-shoring emerging as a strategy

• Regional supply chain development

• Trade agreement impacts

Future Trends and 
Considerations

Call to Action

Immediate Steps 

• Map your current supplier portfolio on the risk 
matrix

• Identify high-risk, high-volume relationships

• Develop action plans for top 3 risk areas

Medium-Term Goals 

• Implement supplier risk monitoring system

• Develop alternative sourcing strategies

• Build buffer inventory where needed

Long-Term Strategy 

• Create a resilient supplier network

• Invest in visibility tools

• Build strategic supplier partnerships
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What Comes Next
In an era where supply chain disruptions are 
becoming more frequent and severe, the ability to 
understand and manage supplier risk is a critical 
competitive advantage. The supplier risk matrix 
provides a structured approach to this challenge, 
helping organizations move from reactive to 
proactive risk management. facilitating better 
communication of insights.

Want to learn more?
If you want to learn more about 
Evalueserve’s data analytics offerings 
in your industry and how we can 
optimize your business outcomes, 
visit www.evalueserve.com 


